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4.3.1 - Institution has an IT policy covering Wi
allocated budget for updating its IT facilitie

Purpose of IT Policy 

To maintain, secure, and ensure legal and appropriate use of Information technology 

infrastructure established by the College on the campus. To establish College

responsibilities for protecting the information assets that are accessed created, managed, a

controlled by the College. To work as a guide to stakeholders in the usage of the College’s 

computing facilities including computer hardware, software, email, information resources, 

intranet and Internet access facilities.

Rules for IT facility usage 

The IT infrastructure of the institution is primarily intended to enable the free and fair access to 

information for students and staff. In addition the infrastructure is also a crucial part of the 

administrative and examination framework of the instituti

Policy covers possible use-case scenarios and sets down regulations for safe and effective use of 

both online and offline information technologies. It is expressly designed to prevent local and 

remote data breaches or attacks. The policy also makes provisions for the use of the college 

website, other sub domains of the college and its social media accounts.

The IT infrastructure of the exam cell is secured to prevent loss of sensitive information 

including student grades, question papers, question banks, student attendance database etc. The 

cell is fully automated and is provided with additional security layers (including database 

encryption) to prevent data breach.

IT Hardware Installation and Maintenance Guidelines

IT Hardware Installation and Maintenance is performed by System Administrators. Faculty and 

the departments can submit IT Hardware requirements based on their academic requirements. 

Procurement of IT Hardware should be initiated based on the availability of stoc

requirements submitted by the departments. Stock Register should be updated immediately when 

IT Hardware is procured. IT Hardware Installation and maintenance services are provided only 

after receiving anapproval from the concerned Head of the De

Maintenance of Computer Systems should be done periodically by System administrators and the 

same need to be recorded in Maintenance register. Movement of IT Hardware within the college 

or outside the college should be recorded 

written off instruments /equipment’s, CRTs, Printers Computers, batteries should be sold 

regularly. The Faculty or The Department is solely responsible for the IT Hardware provided to 

them and any damage or loss or theft need to be addressed bared by them only.
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Institution has an IT policy covering Wi-Fi, cyber security, etc. and has 
allocated budget for updating its IT facilities 

e, and ensure legal and appropriate use of Information technology 

infrastructure established by the College on the campus. To establish College-wide strategies and 

responsibilities for protecting the information assets that are accessed created, managed, a

controlled by the College. To work as a guide to stakeholders in the usage of the College’s 

computing facilities including computer hardware, software, email, information resources, 

intranet and Internet access facilities. 

The IT infrastructure of the institution is primarily intended to enable the free and fair access to 

information for students and staff. In addition the infrastructure is also a crucial part of the 

administrative and examination framework of the institution. The various sections of the IT 

case scenarios and sets down regulations for safe and effective use of 

both online and offline information technologies. It is expressly designed to prevent local and 

acks. The policy also makes provisions for the use of the college 

website, other sub domains of the college and its social media accounts. 

The IT infrastructure of the exam cell is secured to prevent loss of sensitive information 

question papers, question banks, student attendance database etc. The 

cell is fully automated and is provided with additional security layers (including database 

encryption) to prevent data breach. 

IT Hardware Installation and Maintenance Guidelines 

dware Installation and Maintenance is performed by System Administrators. Faculty and 

the departments can submit IT Hardware requirements based on their academic requirements. 

Procurement of IT Hardware should be initiated based on the availability of stoc

requirements submitted by the departments. Stock Register should be updated immediately when 

IT Hardware is procured. IT Hardware Installation and maintenance services are provided only 

after receiving anapproval from the concerned Head of the Department and the Principal. 

Maintenance of Computer Systems should be done periodically by System administrators and the 

same need to be recorded in Maintenance register. Movement of IT Hardware within the college 

or outside the college should be recorded in Movement Register. The major e-waste such as 

written off instruments /equipment’s, CRTs, Printers Computers, batteries should be sold 

regularly. The Faculty or The Department is solely responsible for the IT Hardware provided to 

oss or theft need to be addressed bared by them only. 

Fi, cyber security, etc. and has 

e, and ensure legal and appropriate use of Information technology 

wide strategies and 

responsibilities for protecting the information assets that are accessed created, managed, and/or 

controlled by the College. To work as a guide to stakeholders in the usage of the College’s 

computing facilities including computer hardware, software, email, information resources, 

The IT infrastructure of the institution is primarily intended to enable the free and fair access to 

information for students and staff. In addition the infrastructure is also a crucial part of the 

on. The various sections of the IT 

case scenarios and sets down regulations for safe and effective use of 

both online and offline information technologies. It is expressly designed to prevent local and 

acks. The policy also makes provisions for the use of the college 

The IT infrastructure of the exam cell is secured to prevent loss of sensitive information 

question papers, question banks, student attendance database etc. The 

cell is fully automated and is provided with additional security layers (including database 

dware Installation and Maintenance is performed by System Administrators. Faculty and 

the departments can submit IT Hardware requirements based on their academic requirements. 

Procurement of IT Hardware should be initiated based on the availability of stock and the 

requirements submitted by the departments. Stock Register should be updated immediately when 

IT Hardware is procured. IT Hardware Installation and maintenance services are provided only 

partment and the Principal. 

Maintenance of Computer Systems should be done periodically by System administrators and the 

same need to be recorded in Maintenance register. Movement of IT Hardware within the college 

waste such as 

written off instruments /equipment’s, CRTs, Printers Computers, batteries should be sold 

regularly. The Faculty or The Department is solely responsible for the IT Hardware provided to 



Web Site Hosting Guidelines 

The College Website should be used to provide academic and administrative information for its 

stake holders. Website Updation Committee is responsible for content updation an

of the website. Maintain up to date pages. Proofread pages and test links before putting them on 

the Web, and regularly test and update links. The contents hosted on website should be correct 

and clear. The departments and Associations of Tea

Web page on Website. Official Web pages must conform to the College Web Site Creation 

Guidelines. LMS can be linked to the website so that Faculty may post class materials (syllabi, 

course materials, resource materials, etc.) on the Web to facilitate eLearning Website Updation 

Committee need to take proper measures in safeguarding the security of the data hosted on the 

website. 

  

  

   

The College Website should be used to provide academic and administrative information for its 

stake holders. Website Updation Committee is responsible for content updation an

of the website. Maintain up to date pages. Proofread pages and test links before putting them on 

the Web, and regularly test and update links. The contents hosted on website should be correct 

and clear. The departments and Associations of Teachers/Employees/Students may have official 

Web page on Website. Official Web pages must conform to the College Web Site Creation 

Guidelines. LMS can be linked to the website so that Faculty may post class materials (syllabi, 

rials, etc.) on the Web to facilitate eLearning Website Updation 

Committee need to take proper measures in safeguarding the security of the data hosted on the 
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The College Website should be used to provide academic and administrative information for its 

stake holders. Website Updation Committee is responsible for content updation and maintenance 

of the website. Maintain up to date pages. Proofread pages and test links before putting them on 

the Web, and regularly test and update links. The contents hosted on website should be correct 

chers/Employees/Students may have official 

Web page on Website. Official Web pages must conform to the College Web Site Creation 

Guidelines. LMS can be linked to the website so that Faculty may post class materials (syllabi, 

rials, etc.) on the Web to facilitate eLearning Website Updation 

Committee need to take proper measures in safeguarding the security of the data hosted on the 

Principal 


